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Design Goals for 802.11n

IEEE 802.11nis a proposed amendment to the
IEEE 802.11-2007 wireless networking standard

Significantly improve PHY layer fransmission rate
over previous standards, such as 802.11a and
802.11b/g with ‘High Throughput' (HT) options

Increasing the MAC layer transfer rate 1o achieve
a minimum of 100 Mbps data throughput

Maintain backward compatibility with existing
IEEE WLAN legacy solutions (802.11a/b/Q)
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How the Goals are achieved

A combination of technical functions at PHY and MAC
layers are added to the existing 802.11 standard:

v Increasing the physical fransfer rate with new
modulation scheme and timing up to 600Mbps

v" New multi-streaming modulation technique using
MIMO (multiple input, multiple output antennas)

v Joining two adjacent channels with Channel
Bonding

v Support for frame aggregation A-MPDU & A-MSDU

v" New Block Acknowledgments
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PHY layer improvements

& Modified OFDM

The number of OFDM data sub-carriers is increased
from 48 1o 52 which improves the maximum throughput
from 54 1o 58.5 Mbps

A Improved Forward Error Correction

FEC is a system of error control whereby the sender
adds redundant data to allow the receiver to detect
and correct errors. 3/4 coding rate is improved with 5/6
boosting the link rate from 58.5 to 65 Mbps

NO Cisco PSE Day March 2009 © Leutert NetServices 2009



PHY layer improvements (cont.)

& Shorter Guard Interval (Gl)

The Gl between OFDM symbols is reduced from 800ns to
400ns and increases throughput from 65 to 72.2 Mbps

& Channel Bonding

Doubling channel bandwidth from 20 1o 40 MHz slightly
more than doubles rate from 72.2 to 150 Mbps

& Spatial Multiplexing

Support of up to four spatial streams (MIMO) increases
throughput up to 4 times 150 1o 600 Mbps
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Short Guard Interval (Gl)

A OFDM carries the bits in so called symbols, the
gap between the symbols is the Guard Interval.

3.2s 800ns
A

Stream 1

Stream 2

g Multipath delay

A Short Guard Interval can be used, if the multipath
delay is low and symbols from streams do not interfere.

short Gl
3.2s 400ns
A

Stream 1

Stream 2
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Channel Bonding

& 802.11n supports bundling of two 20 MHz channels

Select a control channel # and the channel offset
Both channels must fit inside allowed frequency range
A-band does not allow to select channel # manually

Interface
|Dynamic Frequency Selection (DFS) V|Channe| 44 5220 MHz
AirPcap M Wireless Capture Device

Band 1-51501t0 5250 GHz

Band 2-5250t0 5350 GHz

Band 3-5470t0 5725 GHz Basic Parameters

Above 40 MHz v Channel: 5220 [4 44] (-]

MNOME

ED‘ MHz g Channel Offset; 1 |E]
BE'UW ""1":" MHZ Capture T':..'pe; -1

Above 40 MHz 0

Configuration on Cisco AP1250 Configuration on AirPcap N
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Channel Bonding 2.4 GHz Band

I channel Bonding 6 and 10.wsr £
SR APHIC YIEY

Channel 6

PLAMAR YIEW
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Channel Bonding 5 GHz Band

I=] channel Bonding 52 and 56.wsr &3
TOPOGRAPHIC WIEW

Channel 52 Channel 56

Amplitude [dBrm]

PLANAE WIEW

vy

-I?: 'illl - i rl “ f‘“ - q h [ il [
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Channel Allocation 5 GHz Band

LEUTERT
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Frequency Channel FCC ETSI MKK Available non-overlapping
Band ID (GHz) | (GHz) {GHz) channels
34 - - 5.170 FCC (USA and Canada) 24
36 5180 5.180 . ETSI (Europe) 19
_ 38 -- - 5.150 MKK {Japar) 19
Lower 10 5200 | 5200 -
B and
UNIL1 42 - - 5.210 . .
: 11 £ 70 £ o0 — Transmit Power G:nntrnl (TPC) required
16 - - 5230 r
18 5'24':'* 220 — FCC (US4 and Canada) Band 2,2e
. 52 5.260 5.260 5.260
Middle 56 BTG £ 280 £ 080 ETSI (Europe) Band 1,2 2e
B and . = . . MKK I:JE[CIET'I:I Band 12 2e
UNIL2 60 5.300 5.300 5.300
64 5.320% 5.320 5.320
100 BN S 500 Dynamic Frequer_‘u:ydsleecﬁnn (DFS)
104 5520° | 5520 5520 required for
108 554['* 2.540 2.540 FCC™* (USA and Canada) Band 2,28
. 112 5560 5. 560 5.560
High = ETSI (Europe) Band 1,228
e 116 5560° | 5580 | 5.560 MIKK {Japan) Bord 1550
UNIL2 120 5 600" 5 600 5.600 —
extem-led 124 5.620% 5. 520 5620
128 5.640* 5.640 5.640
132 5660° | 5.BBD 5,660 Some channels only allowed for
136 5.680* 5.680 5.680 inhouse use
140 5700° | 5700 [ &700
Upper 149 5745 *New stricter FCC DFS2 rules
. 153 5.765 valid off July 20, 2007
B and
UNIL3/ISM Lr__ | 5.78
e 161 5 805
ISM 165 5825
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Multiple-Input, Multiple-Output (MIMO)

& 802.11n supports Multi-Streaming Modulation

MIMO is the most difficult aspect of 802.11n to
understand.

INn MIMO, the transmitting and receiving stations each
have multiple RF chains with multiple antennas. The
802.11n standard mandates at least two and up to four
spatial streams.

Multipath (RF signal reflection between transmitter and
receiver) is normally the enemy of performance, but
with MIMO it Is used constructively.
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Spatial Multiplexing

13

A signal stream is broken down into multiple signal
sfreams, each is tfransmitted from a different antenna.
Each of these “spatial” streams arrives at the receiver
with different amplitude (signal strength) and phase.

LEUTERT )

(0]}

2 Transmitters

NeT:ervices

Cisco PSE Day March 2009

3 Receivers

© Leutert NetServices 2009



14

MIMO Combinations

> SISO (c
(Single-In, Single-Out) 802.110/g client
802.110/g AP Ml — @ 116
(NON-MIMO) S max. 54Mbit/s N\ (non-MIMO)
MISO
(
) F) P) Mulfiple-In, Single-Out)
802.11n AP P — < > Q 802.11a/g client
(MIMO) S = > N (non-MIMO)
max. 54Mbit/s
MIMO (¢
)> >> ) (Mul’rlple In, Multiple- Ou’r) (( ( -
802.11n AP 802.11n client
(MIMO) \ (MIMO)
150Mbit/s per
spatial stream
LEUTERTm
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Modulation Coding Scheme (MCS)

&;: 802.11n infroduces a new MCS

802.11 b/g adapts to channel conditions by selecting
the highest of 12 possible rates from 1 1o 54 Mbps

The 802.11n standard will allow some /7 possible MCS’
some compulsory, some optionadl

MCS selects, based on RF channel conditions, the best
combination of 8 data rates, bonded channels,
multiple spatial streams, different guard intervals and
modulafion types
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MCS Configuration

Data Hates: ’ BestRange ][ Best Throughput J[ Default ]
6.0Mbfsec (& Require ( Enable  Disable
9.0Mb/sec (& Require (2 Enable (0 Disable
12.0Mb/sec (& Require () Enable (0 Disable
18.0Mb/sec (& Require (2 Enable (2 Disable
24 OMb/sec (& Require () Enable O Disable
36.0Mb/sec & Require () Enable (O Disable
48 0Mb/sec (& Require C Enable  Disable
54.0Mb/sec (2 Require (O Enable (O Disable
MCS Rates: la €2 32186 rll& | 9 4043884 i&]
Emable] @ (@ (@ | @ |0 |00 |olloe|/eo|o|leo|e|e || e]
e EIEIE R EREIEE  EIEEREIEEEE
- AN /)
Y Y

1 spatial stream

Screenshot Cisco AP1250
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MCS Rate Chart

20 MHz Channel 40 MHz Channel
MCS Rate Chart 2 Streams 2 Streams
(MIMO) (MIMO)
—— MCS Rate | 0 1 7 Z ]
: 5
2.4GH:z Mbps ik ,13 DS n.a. n.a.
Gl = 800ns » = S T
MCS Rate | 4 5 = B
MCS Rate | 0 1 > 0 1 2 I
3:26':'12" - 65 13 195 e 135 27 | 405 B
AT ps ¥ 5 585 6 81 108 1215 135
MCS Rate | 4 5 3 7 4 5 f 7
MCS Rat 0 7 5 2 0 7 2 e
802.11n G =y i
SRl . 72 144 217 BISD 15 30 |45 e
i AR P 433 578 65 722 | EAARSETIEREEBEIWE | op | 120 135 180 180 240
MCS Rate o 5 i} r 72 13 T4 i 4 5 f i i i3
LEUTERT )
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How to analyze 802.11n

e :
CACE AirPcap Nx

Home of WinPcap
and Wireshark 802.11a/b/g/n USB wireless Adapter with two external antennas

\

" (Untitled) - Wireshark

File Edit Wiew Go Capture Analyze  Statistics  Help
Beees DEXZE AesnTL(EE QAN EEM % B
Eilter:| |T Expression... Clear Apply
802,11 Channel: |52E|III [A52] * Channel OFFset:|?| b :’-iI*f-.’:;ft-?.::|.-iE Frames x f vption Mode: | Mane b vireless Setking
Mr - Time Channel T# Rake R55I Source Destination Protocol DTIM Info
1 0.000000 5260 [A 52] 6.0 Mmbps -21 Cisco_a0:8d:c0 Broadcast IEEE &02.11 0 Beacon frame, St
2 0.104528 5260 [A 52] 6.0 Mbps -14 Cisco_ad:8d:cl Broadcast IEEE 802,11 1 Beacon frame, St
3 0.
4 0 Wireshark: Capture Interfaces
5 Of
g of Descripkion P Packets Packetss skop i
7 of i
2 0 _ “_ Adapter For generic dialup and YPM capture Lk 0 ] [itart“ Dptions H talls] A
| 7" pirPcap USE wireless capture adapter nr, 00 unknown 1209 Q [itart” tlnns][ talls] g
Fran| s : : . :
d. Broadcom Metktreme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) 192.168.0.202 42 [itart][ tu:uns][_etalls]
FPI
® IEEH]|

LEUTERT ) .
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HT Capability Announcement in Beacons

"4 WLAN HT Beacon. pcap - Wireshark

File Edit Wiew Go Capture Analvze Statistics  Help

B e EEXEE | A¢e+»oTL|EE QAR FEMR| B

Eilter:| |v Expression... Clear Apply

a0z.11 Channel: |£Eﬂ5_[.ﬁ.__5Zi * Channel Offset; |E| * | FCS Filker: ;__.ﬁ:ll_lm| * | Decryption Mode: !_NTi b Wireless Setkings,.. Decryption Kevs, .,
ME - Time Channel Ti Rate R55I | Source Deestination Prokocol OTIM | Info

o, 0 Mhps -21 Clsco_al:8d:c0 Broadcast IEEE 802,11 1 Beacon Trame, SHN=2215,

2 0.104363 5260 LA 52] 6.0 Mmbps -25 Cisco_al:8d:c0 Broadcast IEEE 802.11 0 Beacon frame, SH=2216, Fh=
|

..0 = HT LDPC coding capability: Transmitter does not support receiwing LDPC coded pac
..1. = HT support channel width: Transmitter supports 20MHzZ and 40MHZ operation
.. 11.. = HT sM Power Save: sM enabled (0x0003)
...0 ... = HT Green Field: Transmitter is not able to receiwe PPDUs with Green Field (GF) ¢
..1. .... = HT short GI for 20OMHz: Supported
.1.. .... = HT short GI for 40MHzZ: Supported
evw. Ooo. ... = HT Tx STBEC: NOt Supported
LO00 ..., ... = HT Rx STBC: NO Rx STBC support (0x000070)
0., ... ... = HT Delayed Block ACK: Transmitter does not support HT-Delayed Blockack
cee loos oe. Lo.. = HT Max A-mMSDU length: 7935 bytes
1l oo oa.. ou.. = HT D555/CCK mode in 40MHz: will/sCan use DSSSACCK in 40 MHz
00 oo.. ... .... = HT PSMP Support: won't/ Can't support PSMP operation
0.0 L... o... .... = HT Forty MHZ Intolerant: Use of 40 MHzZ transmissions unrestricted/sallowed
Ooen wnen . = HT L-5IG Tx0OP Protection support: Mot Supported

= A-MPDU Parameters: 0x00lb
.11 = maximum Rx A-MPDU Length: 65535 [Bytes]

LEUTERT )
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MAC layer improvements

& Frame Aggregation Mechanisms

Aggregate-MAC Service Data Unit (A-MSDU) wraps
multiple Ethernet frames in a 802.11 frame up to 8KB

Aggregate-MAC Protocol Data Unit (A-MPDU) allows
bursting 802.11 frames up to 64KB

A-MPDU is performed in the software whereas A-MSDU
Is performed in the hardware

A Block Acknowledgement

Block ACK effectively eliminates the need to inifiate o
new transfer for every MPDU
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MSDU Aggregation

Multiple Ethernet frames for a common destination are
wrapped in a single 802.11 frame

More efficient than A-MPDU as only one radio- and
802.11 MAC header is applied

Whole frame must be retransmitted if no acknowledge

Multiple Ethernet Frames

S Ux |

Radio 802.1 ln A-MSDU l\ A-MSD A-MSDU 8(/)2.] 1

Preamble Header
Aggregated MAC Service Data Units

LEUTERT )
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A-MSDU Analysis

"4’ DD5-1_AMSDU. pcap - Wireshark

File Edit Wiew Go Capture Analyvze  Statistics  Help

Beoee BEXZE AeseTL2 (EE QAR 0B % B
Eilter:l * Expression..., Clear Apply
=g =]| * Chanmel Offset D - | RS Filkes -Decr';-'ption Mode: |Mone |- Wireless Setbings... Decryption Keys, ..

Mo, - Delta Time T# Rate R351  Source Destination Protocol Info |
BEY 0.000129 40 192.168.0.181 192.168.0.187  UDP Source port: 4071 Destinati{=s
Bos 0.000022 54,0 Mbpz  -45 Crsco_al:Bd:c0 (RA) IEEE 502 Acknowledgement, Flags=.....
869 0.000224  270.0 Mbps -40 152.168.0.181 192.168.0.187 UDF Source port: 4071 Destinati
870 0.000021 54.0 Mbps -45 Cisco_al:8d:c0 (RA) IEEE 802 Acknowledgement, Flags=.....
871 0.000206 270.0 Mbps -41 192.168.0.181 192.168.0.167 UDF Source port: 4071 Destinati
872 0.000021 54.0 Mbps -45 Cisco_al:8d:c0 (RA) IEEE 802 Acknowledgement, Flags=..... <

| k4

+

Frame B&7 (2628 bytes on wire, 2628 bytes captured)
FFI wersion 0, B4 bytes

IEEE 80Z.11 QoS Data, Flags: ...... F.

B IEEE 802.11 Aggregate MSOU

[+

=]

A-MSDU Subframe #1
A-MSDU Subframe #2

[

-

B

Bl et All trace files made with:

s ReDUSBET et 40 « Wireshark Version 0.99.8 (SVN Rev 24492)

W A-MSDU Subframe #7 « Cisco AIR-AP1252AG-E-K9; S/W 12.4(10b)JA
B oD up framesd . Buffalo WLI-CG-AG300N; Driver 3.0.0.13

A-MSDU Subframe #10

B

LEUTERT ) .
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MPDU Aggregation

Multiple Ethernet frames for a common destination are
translated to 802.11 format and sent as burst

Elements of an A-MPDUs burst can be acknowledged
individually with one single Block-Acknowledge

Only not-acknowledged A-MPDUs are retransmitted

Rodlo 802.11n 802.11

\ / / Aggregated MAC Protocol Data Units
A-MPDU 1 A-MPDU 2 A-MPDU last
./

A TERW AN TV AD
~ More Bit RIFS—| — More Bt RIFS—| f— More B

(Reduced Interframe Space: 2us)

LEUTERT ) .
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A-MPDU Analysis

DO5-2 AMPDU.pcap - Wireshark

Eilg E_l:!it Miew  Go Capture ﬂnalv_zg Shatistics Help

Buoee BEXEE AesaTL(EE QAN X% x| B

Eilter:l e Expression... Clear Apply

802,11 Channel; |:| * Channel OFFset:l:l ¥ | FCS Filter: |:| b |Decr3-'|:|ti|:|n Mode; b | Wirgless Settinos, .. Decryphion Keys, .,

Mo, - Delka Time Tx Rate RS5I  Source Destination | Protocol Infa 8|
66 0.000022 300.0 Mbps -33 192.168. Fe2ee IR UDR Source port: 2658 Destinati:

180 !
67 0.000022 54.0 Mbps sad Buffalo_73:05:af (TA) Cisco_a0:8d:c0 (RA) IEEE 802 802.11 Elock Ack, s

Fi 2 A00.0 Mbps 192 . 166.0. 180 0.185% LDF Source port: 2658 Destinati
?6 D 000023 54.0 Mbps Buffalo_73: 05 aft (TAD Cwsco aD 8d:c0 (RA) IEEE B80Z 802.11 Block Ack, Flags=..
; il | ?_ |

B Frame 75 (1620 bytes on wire, 1620 bytes captured)

® FPI wersion 0, 84 bytes

= IEEE 802.11 Aggregate MRPDU
EH MEDU #1

MPDU #2

MPDU #3

MPDU #4

MPDU #5

MPDU #&

MPDU #7

MPDU #8

W

BHEHEBEH

E H

LEUTERT ) .
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Block-Acknowledge Mechanism

& Rather than sending an individual acknowledge
following each data frame, 802.11n introduces the
technique of confirming a burst of up to 64 frames
with a single Block ACK (BA) frame

A The Block ACK even contains a bitmap to
selectively acknowledge individual frames of a burst
(comparable to selective acknowledges of TCP)

A The use of combined acknowledges can be
requested by sending a Block ACK Request (BAR)

NQ Cisco PSE Day March 2009 © Leutert NefServices 2009
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Block-Ack Mechanism (cont.)

A-MPDUSs .I.I.I.I coee .l.l.l.l.l Block ACK

Sequence # 61 Bitmap (64 bits)
Start Sequence # 1 +1111 1111 .... 1111 1111= 65
lost frame
A—
seovs (EDEDAED - - - - @ D soc acx
Sequence # 125 126 127 Bitmap (64 bits)
128 Start Sequence # 65+1111 1111 .... 1111 1011=129

retfransmitted

frame
A—
Ampous (T (AT - - - - (WA EET AT siock Ack
Sequence # 126 129 130 131 188 189 190 Bitmap (64 bits)
191 Start Sequence # 128 +1111 1111 ... 1111 1111=192
LEUTERT )
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Block-ACK Bitmap Analysis

A DO5-2_AMPDU. pcap - Wireshark

Eile_ Edit Miew Go  Capture &nquze Stakistics  Help

BWoee PEXEE AeswTi|EE QaQaR @2Wx B

Filter: I * Expression... Clear Apply
a0z, 11 Channel; I:l ¥ Channel Cffset; I:I - | FCS Filker: I:I - | Decrvption Mode; S | Wireless Sethings...  Decryption Keys,.,
Mo, - Delta Time T Rate RSSI Source Destination | Protocol Info el

4579 0.000021 54.0 Mbps -47 Buffalo_73:05:af (TA) Cisco_a0:8d:cO (RA) IEEE BO2 802.11 Block Ack, Flags=....

= IEEE B02.11 802.11 Block Ack, Flags: ........ C ]

Type/Subtype: B02.11 Block aAck (0x193
& Frame Control: 0x0094 (Mormal)

Duration: O

Receiwer address: Cisco_al:8d:c0 (00:17:df:a0:8d:c0)

Transmitter address: Buffalo_73:05:af (00:16:01:73:0%:af)

Elock Ack Request Type: Compressed Elock (0x02) 3
® Block Ack (BA) Control: Ox0004 ‘
® Block Ack Starting Seguence Control (SSCH: 0x56d0

< Ack Bitmap ‘

Check sequence: OxTd7eadd? [correct

QOO0 00 DO 20 00 69 00 00 DO 02 00 14 00 56 fO 08 cb G allnns SN
0010 01 00 00 00 01 00 6c OO 50 14 40 01 00 00 d1 a0 ...... e PR
0020 94 00 QO 0O 9L 705 AF wssnsaess s Sk

0030 34 60 db 5 [ ERANRRIAREY] ~/ 7o o4 12 | VS

LEUTERT ) .
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TCP Throughput Measurements with lpertf

IBM TP T41p Win XP Cisco 1250 HP2230 Win Vista
192.168.0.181 AIR-AP1252AG-E-K9 INTEL WiFi 5T00AGN
192.168.0.204
o ) l)) )
S Gigabit - 802.11a
o B Client
NS
lperf client, TCP Window size 100kB
lperf server
P I iperf-c 192.168.0.181 491000 ~w100K
TCP Throughput: 20 Mbit/sec (no encr.)
(¢
gabi ) l)) ) 300 Mops (; (
X Gigabit _' P Q 802.1Ta/n
) s 000000000000 :
< — \ Client
lperf client, TCP Window size 100kB
Ipert server {mmm  iperf-c 192.1680.181 -p1000 -w100K

LEUTERT )

NeT)ervices
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TCP Throughput: 100 Mbit/sec (no encr.)

5 - 15% throughput reduction with WPA2 Encryption

Cisco PSE Day March 2009
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TCP Throughput Measurements with lpertf

IBM TP T41p Win XP Cisco 1250 HP2230 Win Vista
192.168.0.181 AIR-AP1252AG-E-K9 INTEL WiFi 5T00AGN
192.168.0.204

Gigabit m iD 54 Mbps
-

NS 802.11a

o 0000000000000 .

< Client
lperf client, TCP Window size 100kB |:' > Ioerf
iperf -c 192.168.0.204 -p1000 —w 100K bertserver
Throughput: 21 Mbit/sec (no encr.)

(¢
qabi ) l)) ” som S

A Gigabit _' S Q 802.11a/n

) s 000000000000 :

< — \ Client
lperf client, TCP Window size 100kB ::> perf server

iperf -c 192.168.0.204 -p1000 —-w 100K
Throughput: 120 Mbit/sec (no encr.)

5 - 15% throughput reduction with WPA2 Encryption

LEUTERT )
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Overview WLAN Standards

 CERTIFIED®
Mbps Coding Modulation Description

2.4 GHz 5 GHz

CCK = Complementary Code Keying
DBPSK = Differential Binary Phase-Shift Keying QPSK = Quadrature Phase-Shift Keying
DQPSK = Differential Quadrature Phase-Shift Keying  QAM = Quadrature Amplitude Modul.
OFDM = Orthogonal Frequency Division Multiplexing  MCS = Modulation Coding Scheme

LEUTERT )
NO Cisco PSE Day March 2009

BPSK = Binary Phase-Shift Keying
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Overview Frame Types (2.4 GHz)

802.11 DSSS with
,Long Preamble’
Barker Code

802.11b HR/DSSS with
,Short Preamble*
Barker / CCK

802.11g (ERP)
Extended Rate PHY
OFDM

802.11n (HT)
High Throughput
extended OFDM

LEUTERT )

NeT:ervices

PLCP >'E
Bifs 128 16 48

«— 1 Mbps >ie

Bits J
1 Mbps 2 Mbps

24

6-54 Mbps >

«—  5.5-11 Mbps >

Bits 96
6 Mbps

v
A

Bits 96 24
7.2Mbps

< 7.2-72.2 Mbps >

v

PLCP = Physical Layer Convergence Protocol
MPDU = MAC Layer Protocol Data Unit (decodiert by Wireshark)

Cisco PSE Day March 2009
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Backwards compatibility to a/b/g

A 802.11n supports three compatibility modes
Legacy mode

Mixed mode
Greenfield mode

A Legacy mode
802.11n to b/g compatibility with Clear-to-send to self

Barker HT-mode
Blocking out non HT stations with Network Allocation Vector (NAV)

d
I i
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Backwards compatibility to a/bb/g (cont.)

Access point indicates in ‘Beacon’ if ‘b-only’ stations are present

WLAN Non ERP Present.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistice Help

B oW e >@ x * 8313 « » » 7 S |EBE aaap §gEmE x| @

Eilter:l * Expression... Clear Apply

AirPcap Interface: #00 | 802,11 Channel:|1 v | FCSFilter: |Valid Frame| | Decryption Made: | MNone x Wireless Settings... Decryption Keys...

Mo. . | Source Destination RSSI Protocol Info
raa l.].‘.'iLJU_J.J. « LL OV (BA) 9 uUp LLLL OVs . ll ACKIIUWLICUYSHIESILL

Cisco 11:1f: Broadcast . Beacon frame, SN=3961,FN=0,BI=100,

744 Cisco_26:49:eb Broadcast 78 dB IEEE 802.11 Probe Request,SN=15,FN=0, SSID: B
745 Cisco_11:1£:60 Cisco 26:49:eb 43 dB IEEE 802.11 Probe Response, SN=3962,FN=0,BI=10
746 Cisco 11:1£:60 (RA) 72 dB IEEE 802.11 Acknowledgement

747 Cisco_26:49:eb Broadcast 77 dB IEEE 802.11 Probe Request, SN=16,FN=0, SSID: B
748 Cisco_11:1£:60 Cisco 26:49:eb 43 dB IEEE 802.11 Probe Response, K SN=3963,FN=0,BI=10
749 Cisco_11:1£:60 Cisco_26:49:eb 42 dB IEEE 802.11 Probe Response, SN=3963,FN=0,BI=10
750 PhilipsC 45:7f:2f (RA) 65 dB IEEE 802.11 Clear-to-send

751 PhilipsC _45:7f:2f Cisco_11:1f:60 60 dB IEEE 802.11 Null function (No data) 6 SN=3673,F

Lo Y o PR L Ar _meE e P~ A~ Aen e O EN._A A e Ve o W A e

L !

T L

= ERP Information: Non-ERP STAs, use protection, short or long preambles
Tag Humber: 42 (ERP Information)
Tag length: 1
Tag interpretation: ERFP info: 0x3| (Non-ERP STAs, use protection, short or long preambles)
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Backwards compatibility to a/bb/g (cont.)
OFDM stations changes to ‘Protected Mode’

“ WLAN Non ERP Present.pcap - Wireshark

File Edit “iew Go Caplure Analyze Statistics Help

3o e 2@ x % &8/ R «%»»7F 3 (EBE Qaaqf @@ B X
Eilter:] * Expression... Clear Apply

hirPcap Interface: #00 | 802.11 Channel:!l— 1 = [ EES Filter:%?alid Framell * | Decryption Maode: él‘\lu:une l - Wireless Settings... Decryption Keys...
o} Source Diestination RSSI Protocol Info

1150 FhilipsCZﬁS:Tf:Zf (RA) 65 dB IEEE 802.11 Clear-to-send

(1151 192.168.0.201 = 192.168.0.100 59 dB HTTP GET /appsui.js HTTP/1.1
1152 PhilipsC _45:7£:2f (RA) 40 dB IEEE 802.11 Acknowledgement

1153 Cisco_11:1£:60 (RA) 44 dB IEEE 802.11 Clear-to-send

1154 1592.168.0.100 192.168.0.201 40 dB HTTP Continuation or non-HTTP
1155 Cisco_11:1£:60 (RA) 62 dB IEEE 802.11 Acknowledgement

1156 Cisco_11:1£:60 (RA) 44 dB IEEE 802.11 Clear-to-send

1157 192.168.0.100 192.168.0.201 40 dB HTTP Continuation or non-HTTP
1158 Cisco_11:1£:60 (RA) 62 dB IEEE 802.11 Acknowledgement

1159 Cisco _11:1£:60 (RA) 44 dB IEEE 802.11 Clear-to-send

1160 192.168.0.100 182.168.0.201 41 dB HTTP Continuation or non-HTTP
1161 Cisco_11:1£:60 (RA) 62 dB IEEE 802.11 Acknowledgement

OFDM (ERP) stations are sending conftrol frames ,Clear-to send
to self' (CTS-to-self) before each data frame to reserve time slot
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Backwards compatibility to a/bb/g (cont.)

Reduced data throughput in mixed environments

Data Rate (Mbps)
802.11b 1
802.11g—with 802.11b clients in cell (CTS/RTS) 54
802.11g—with 802.11b clients in cell (CTS-to-self) 54
802.11g (no 802.11b clients in cell) 24
802.11a 54

Source: Cisco Systems

Approximate
Throughput (Mbps)

6
8
13
22
25

Throughput improvement:
Upgrade of all 802.11b stations to 802.11g

LEUTERT )
Net

Q Cisco PSE Day March 2009

Throughput as a Percentage of
802.11b Throughput

100%
133%
217%
367%
7%
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Backwards compatibility to a/bb/g (cont.)

A Mixed mode
802.11n to a/g compatibility with Legacy header

OFDM HT-mode

G-8and / |
OFDM HT-mode
) Blocking out non HT stations with spoofed signal and lenght values ~

|‘ 'l

A Greenfield mode
No backwards compatibility to a/b/g

HT-mode

36
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Future of 802.11n

A Standard ratification in January 20102

A The Australian Commonwealth Scientific and
Industrial Research Organization (CSIRO) holds OFDM
patent and may delay rafification of 802.11n

A Interoperability remains a question mark for pre-N
products

A. New products supporting technical features like:
Up to four spatial streams
Transmit Beam forming

Direct Link Setup ... and many more
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The End
Thank you for your attention

| would enjoy to meet you
again in one of our frainings

Rolf Leutert
Leutert NetServices
leutert@wireshark.ch
www.wireshark.ch © SeaPics.com
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