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e Ethereal is a packet and protocol analyser
for wired networks

|t decodes up to different 800 protocols

Ethereal ® e |t is freely available as open source and
was released under the GNU General
Public License

e |t runs on all popular computing platformes,
including Unix, Linux and Windows

Ethereal is registered trademark of Network Integration Services (NIS)
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e The Ethereal project has been initiated in
1997 by Gerald Combs in Kansas City

e Gerald has found the name Ethereal in the
dictionary — it stands for ,from heaven'

Ethereal ®

* [In the meantime, more than 500 developers
worldwide conftributed to its programming
protocol decoders (so called dissectors)

e Ethereal has been nominated as #1 packet
sniffing tool by Insecure.org in June 2006
(http://sectools.org/sniffers.htmil)

e Q: What has Ethereal to do with Wireshark?
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e A: Ethereal is now Wireshark

e Gerald Combs has changed his employer
in 2006 and had to choose a new name
for the project: Wireshark

e All developers worldwide have joined the
new project and are supporting Wireshark

e Gerald Combs is now working with CACE
Technologies, known as the developer of
WinPcap driver

Wireshark name and logo are registered by Gerald Combs
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»oniffing problems a mile away*
is Gerald Combs' new slogan for Wireshark

Gerald Combs (left) und Rolf Leutert, July 2006 in Kansas City / USA
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ff:
c Ac E « October 2006: CACE released the AirPcap
TECHNOLOGIES

www.cacetech.com

e AirPcap is the first open, affordable and
easy to deploy WLAN (802.11b/g) packet
capture solution for the Windows platform

e AirPcap comes as a USB 2.0 adapter, and

_ it's been fully integrated with WinPcap and
.y Wireshark

. e AirPcap enables you to capture and
analyze 802.11b/g wireless traffic, in-
AI rpcap cluding control frames, management

frames and power information
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Why am | telling you this?

e Because you are responsible for the
function, security and performance of your
customers wireless networks

www.wireshark.ch

* Because you can get a full function wire
and wireless sniffer with expert knowledge
at very low cost

e Because with Wireshark and AirPcap you
can turn an ordinary notebook into a full
function protocol analyser

e Because the first training worldwide with
Wireshark and AirPcap is offered in
Switzerland
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Let me show you some highlights:

e Analysing management and control
frames

www.wireshark.ch

e Analysing roaming problems

e Analysing performance problems in
mixed 802.11b and g environment

e Analysing security issues
e Analysing VolIP Protocols

 Wireshark TCP/IP expert system
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Analysing management and control frames

Enterprise
Network

Place the Wireshark analyser anywhere
within the cell, close to the access point
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Analysing management and conftrol frames

WLAM Client to AP Association.pcap - Wireshark
Ele Edit Wew Go Coaphre dnablme  Shetetics  Heip

B e aw 0@ s 3 BeseaF i EEaaar @@6x 8

Ern-:l = Eapresai.., Char dppk
Cuarant Wirelees biorface: #00 | B02.11 Channsds| 11 * | FOSFiker: [Wabd Frame = | Docryotion Modas (Mona | = | Wirskes Sattngs...  Dacrypition Kays...
Ho. . | Soume Cestination Frotoo| Ly ]

1 PhilipaC :2F Broadoast

1 Probe Begquest, Sie5 Fisel, S55I0: Aroacdoast

2 Cisco_%2:iad:ll PhilipsC_45:7£:22 IEEE 802.11 Probe Response.SN=L114, FR=0, BI=100, SSID: "LESWLAN', Name: "AP3S50-RL-1
i | {_'J.sr:l:_ElE:a:i:El (EMn) IEEE B02.11 Arknowledgement
4 cisco 92:ad;2l Broadocast IEEE BO0Z2.11 Beacon frama, SH=113,FN=0.BI=100, SSID: "LHSWLAN", Nama: "AP3I50-RL-Lak
5£i$:u:32:ad:ﬂl Broadoast IEEE B02.11 Beacon frame SN=115, FN=0 BI=100, SSID: "LNSWLAR", Nam=: "AP350-RL-Lak
6 Cizco 92:ad:21 Broadcast IEEF E0Z2.11 Beacon frama, SN=117, re=0 .BI=100, SSID: "LHSWLAN', Rama: "AP350-RL-Lal
T Fhllii:::l: 45:7F:2Ff Cigco 92:ad:21 IEEE B0Z2.11 Aukthantication, SN=0 K FE=0
8 = PhilipsC 45:7¢:2f (RA) IEEE B02.11 Acknowledgement
8 Cisco_8i:ad:2l FhilipsC_45:7L:2f IEEE B02.1l1 Authentication, SN=151,FN=0

10 Clseco 92:ad:21 (RA) IEEE 802.11 Acknowledgement

11 philipsc 45:7£:2f Clsco 92:ad:21 IEEE B802.11 Association Request SM=1 FN=0, SSID: "LHSWLAN", Hams;

12 thljp:€"ﬁ5:11:?t {RA) IEEE BO2.11 Acknowledgement

13 Cizco_9i:ad:2l FPhilipsC 45:7¢:21 IEEE BOZ.11 Rsgociation Response,SW=152 FN=0, Name: "AP3I50-RL~-Lab"

14 Cisco_92:ad:2]1 (RA} IEEE 802.11 Acknowledgement

15 cisco_%2:ad:2l Broadeast IEEE 602.11 Beacon frame SH=150,FM=0,BI=100, S55ID: "LNSWLAN", Nams: "AP350-RL-Lat
16 Cisce_H2:ad:3l Broadecast IEEE 802.11 Beacon frame SH=153 Fu=0.EI=100, SSID: "LESWLAN", Wame: "APSS0-RL-Lalk
17 Rironet 55:ed;:2f FhilipsC 45:7Lf:28 WLCCF WLCCR frame

18 B Cl=co ':'IE'"a:E 121 (RA) IEEE BO2.11 Acknowlsdgament

19 0.0.0.0 .BH EIIL&EE«[JEE B]ﬂ!' N m Discover - Transaction ID 9x3a532154

20 FPhilipst 45:7f: ""f n:un 1IEFE EOZ.11 Acknowledgement

21192.168.0.1 192.168.0.202 DHCE DHCP Offer - Transaction ID 0x3a932194

220.0.0.0 255.255.255.255 DHCF DHCP Request - Transaction ID Ox3a332194

« Frame 1 {70 bytesz on wire, T0 bytes captursd)
# Radiotap Header w0, Length 24

= IEEE B02.11

# IEEE 802,11 wireless LAN management frame

Q00 00 00 18 00 Se 53 00 00 10 02 %e 0% al 00 €0 00 ..... st T e :
210 00 35 00 00 &6Ff 25 18 75 40 00 00 00 ff ff fFf £f
020 £f £f 00 05 4e 45 7L 2f £f £f If £f If LI 50 00 sensME S vaera By

030 00 00 01 OB 02 04 Ob 16 Oc 18 30 48 32 04 12 24 PR T 1 . ST | I
040 60 6e 5€ 25 18 75 lok.u
|Fie | F M recharkNTrace Filbs WLANNALAN Chont 10 AP Age0ciation prage SE0R Bytes 00 107 Pia0: 36M 0
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. 11
Analysing management and control frames

" WLAN Client to AP Association.pcap - Wireshark

Eile Edit Yiew Go Capture Analze Statistics Help

5w e 5B x %5 RBes»37 e EE Qa0 @08 X 8

Eilter:l = Expression... Clear Apply

Current Wireless Interface: #00 | 802,11 Channel:ill v | FCSFilter: valid Frame] - | Decryption Mode: |Mone | - Wireless Settings... Decryption Keys...

Mo, . Source Destination Protocol Info
1 PhilipsC 45:7f£:2f Broadcast IEEE 802.11 Probe Request, SN=5,FN=0, SSID: Broadcast
2 Cisco_92:ad:21 PhilipsC _45:7f:2f IEEE 802.11 Probe Response,SN=114,FN=0,BI=100, SSID:
3 Cisco 92:ad:21 (RA) IEEE 802.11 Acknowledgement
4 Cisco 92:ad:21 Broadcast IEEE 802.11 Beacon frame,SN=113, FN=0,BI=100, SSID: "L

= Frame 1 (70 bytes on wire, 70 bytes captured)
= Radiotap Header w0, Length 24
= IEEE 802.11 wireless LAN management frame
= Tagged parameters (18 bytes)
= SSID parameter set: Broadcast
Tag Number: 0 (SSID parameter set)
Tag length: 0
Tag interpretation:
Supported Rates: 1.0 2.0 5.5 11.0 6.0 12.0 24.0 36.0
Tag Number: 1 (Supported Rates)
Tag length: 8
Tag interpretation: Supported rates: 1.0 2.0 5.5 11.0 6.0 12.0 24.0 36.0 [Mbit/sec]
Extended Supported Rates: 9.0 18.0 48.0 54.0
Tag Number: 50 (Extended Supported Rates)
Tag length: 4
Tag interpretation: Supported rates: 9.0 18.0 48.0 54.0 [Mbit/sec]

m

il
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Analysing roaming problems

Mobile ¢

Station

Place the Wireshark analyser in the overlapping
zone of two or more access points
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Analysing roaming problems "

e Extended with a standard USB 2.0 hub, Wireshark can
simultaneously capture packets in different radio cells

e Captured packets can be displayed in the same trace

e Packets can be colored to differentiate between channels
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Analysing roaming problems .

* WLAN Probe Request Channel 1 6 11.pcap - Wireshark

Eile Edit Wiew Go Capture Analyze Statistics Help

B W e >p@Ex %8RB «»»7F/|EE QA0 @06 x| 8
Eilter:l T Expression... Clear Apply
AirPcap Interface: #ANY | 802.11 Channel:!:.::':_.: | = | EES Filber:%\-“alid Frame{ ¥ :Decr\;ptiDn MDde:iWireshar = Wireless Settings... Decryption Keys...
Mo, . | Source Destination RSSI Protocol Info
1 PhilipsC 45:7f: Broadcast 55 : Request ,SN=54,FN=0, : "\026\022
2 PhilipsC_45:7f:2f Broadcast 55 dB IEEE 802.11 Probe Request SN=55,FN=0, SSID: "LNSWLAN"
3 PhilipsC _45:7f:2f Broadcast 55 dB IEEE 802.11 Probe Request,SN=56 FN=0, SSID: Broadcast
4 PhilipsC_45:7f:2f Broadcast 56 dB IEEE 802.11 Probe Request,6SN=57 ,FN=0, SSID: "\026\022}
5 PhilipsC_45:7f:2f Broadcast 56 dB IEEE 802.11 Probe Request,6 SN=58,FN=0, SSID: "LNSWLAN"
6 PhilipsC_45:7f£:2f Broadcast 57 dB IEEE 802.11 Probe Request,6 SN=59 ,FN=0, SSID: Broadcast
7 PhilipsC 45:7f:2f Broadcast 61 dB IEEE 802.11 Probe Request SN=60,FN=0, SSID: '"\026\022)
8 PhilipsC_45:7£f:2f Broadcast 61 dB IEEE 802.11 Probe Request,6 SN=61,FN=0, SSID: "LNSWLAN"
9 PhilipsC 45:7f:2f Broadcast 62 dB IEEE 802.11 Probe Request SN=62 ,FN=0, SSID: Broadcast
10 PhilipsC 45:7f£:2f Broadcast 56 dB IEEE 802.11 Probe Request, SN=63,FN=0, SSID: '"\026\022)
11 PhilipsC_45:7f:2f Broadcast 57 dB IEEE 802.11 Probe Request, SN=64 ,FN=0, SSID: "LNSWLAN"
12 PhilipsC_45:7f:2f Broadcast 56 dB IEEE 802.11 Probe Request, SN=65,FN=0, SSID: Broadcast
13 PhilipsC_45:7f£:2f Broadcast 56 dB IEEE 802.11 Probe Request SN=68 6 FN=0, SSID: Broadcast
14 pPhilipsC 45:7f£:2f Broadcast 55 dB IEEE 802.11 Probe Request, SN=75,FN=0, S3ID: "\026\022)

[

Simultaneous packet capture in channel 1, 6 and 11
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Analysing roaming problems ©

“ WLAN Roaming_01.pcap - Wireshark

File Edit Wiew Go Capture Analyze Statistics Help

S Wo e pExes BeroT e EEQaan gPE x|

Eilter: | - Expression.. Clear Apply
Current Wireless Interface: None | 802,11 Channel Y | F25 Filter: Y | Decryption Mode: i | Wireless Set Decryption Keys.
Ma. - Source Destination Delta Time Relative Protocal Info
183 192.168.0.203 192.168.0.1 0.018821 6.936186 ICMP Echo (ping) request
184 PhilipsC _45: 0.000093 6.936279 IEEE 802 Acknowledgement
185 192.168.0.1 192.168.0.200.001039 6.937318 ICMP Echo (ping) reply
186 Cisco_11:1f£: 0.000100 6.937418 IEEE 802 Acknowledgement
187 Cisco_92:ad:21 Broadcast 0.025561 6.962979 IEEE 802 Beacon frame,6 SN=746  FN:
188 Cisco_11:1f:60 Broadcast 0.056705 7.019684 IEEE 802 Beacon frame,SN=2028,Fl
189 Cisco 92:ad:21 Broadcast 0.045694 7.065378 IEEE 802 Beacon frame, SN=747 FN:

190 PhilipsC 45:7f:2 Cisco_92:ad: *REF* *REF * IEEE 802 Authentication, SN=2845

191 PhilipsC_45: 0.000160 0.000160 IEEE 802 Acknowledgement

192 Cisco_9%2:ad:21 PhilipsC _45: 0.000723 0.000883 IEEE 802 Authentication,SN=748,]

193 Cisco_92:ad: 0.000344 0.001227 IEEE 802 Acknowledgement

194 PhilipsC_45:7f£:2 Cisco_92:ad: 0.001123 0.002350 IEEE 802 Reassociation Request, :

195 PhilipsC_45: 0.000309 0.002659 IEEE 802 Acknowledgement

196 Cisco_92:ad:21 PhilipsC 45: 0.001606 0.004265 IEEE 802 Reassociation Response
| 197 Cisco S52:ad: 0.000066 0.004331 IEEE 802 Acknowledgement

198 Cisco_11:1f:60 Broadcast 0.051655 0.055986 IEEE 802 Beacon frame,SN=2029 , Fl

199 Cisco %2:ad:21 Broadcast 0.045471 0.101457 IEEE 802 Beacon frame, SN=748, FN:

214 192.168.0.203 192.168.0.1 0.052911 0.871237 ICHMP Echo (ping) request
215 PhilipsC_45: 0.000123 0.871360 IEEE 802 Acknowledgement
216 192.168.0.1 192.168.0.200.001671 0.873031 ICHP Echo (ping) reply
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Analysing mixed 802.11b and g environments ¢

802.11b (DSSS) and 802.11g (OFDM) can run simultaneously
in the same cell

Enterprise
Network

Problem: Stations using DSSS cannot ‘hear’
stations using OFDM!
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Analysing mixed 802.11b and g environments

17

DSSS and OFDM packet formats are NOT compatible

802.11 DSSS with
,Long Preamble’
Barker Code

802.11b HR/DSSS with
,Short Preamble’
Barker / CCK

802.11g (ERP)
Extended Rate PHY
new Frame Format
OFDM

LEUTERT )
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PLCP

-.-.l

MPDU >

Bits
«— | Mbps >|<
192us 1-2 Mbps
Bits J
«— <2 Mb S —>e
1 Mbps P 1-11 Mbps '|
«—— 96ys ——»

Bits 96 24

6Mbps >|e JI
20us 6-54 Mbps

PLCP = Physical Layer Convergence Protocol
MPDU = MAC Layer Protocol Data Unit
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Analysing mixed 802.11b and

Access point indicates in ‘Beacon’

. 18
g environments

if DSSS stations are present

WLAN Non ERP Present.pcap - Wireshark

File Edit “iew Go Capture pgnalyze Stafistice Help

= 2@ x % 8 B ¢« » »F & EE «aQQqQflég¥m x @

Eilter:l * Expression.. Clear Apply

AirPcap Interface: #00 | B02.11 Channel:|1 > | FCSFilter: |valid Frame| » | Decryption Mode: |Mone x Wireless Settings... Decryption Keys. ..

Mo, . | Source Destination RSSI Protocol Info
ra L LLECU_J.J. +LL.OU \BA) I 4db LLLL OVs . ll ACKRIIOW1LICUYCUHICIIL

Broadcast Beacon frame, SN=3961,FN=0,BI=100,

744 Cisco_26:49:eb Broadcast 78 dB IEEE 802.11 Probe Request,SN=15,FN=0, SSID: B
745 Cisco_11:1£:60 Cisco_26:49:eb 43 dB IEEE 802.11 Probe Response, SN=3962,FN=0,BI=10
746 Cisco 11:1£f:60 (RA) 78 dB IEEE 802.11 Acknowledgement
747 Cisco_26:49:eb Broadcast 77 dB IEEE 802.11 Probe Request, SN=16,FN=0, SSID: B
748 Cisco_11:1£:60 Cisco 26:49:eb 42 dB IEEE 802.11 Probe Response, 6 SN=3963 ,FN=0,6BI=10
749 Cisco_11:1£:60 Cisco_26:49:eb 42 dB IEEE 802.11 Probe Response,SN=3%63,FN=0,BI=10
750 PhilipsC 45:7f:2f (RA) 65 dB IEEE 802.11 Clear-to-send
751 PhilipsC_45:7f:2f Cisco_11:1£:60 60 dB IEEE 802.11 Null function (No data) SN=3673,F

-re (o T SN [ ArFr .me e TR Y a -

X Lt T W, W T [ [ NP PR [ (R 1

r L

= ERP Information: Non-ERP STAs, use protection,
Tag Number: 42 (ERP Information)
Tag length: 1

short or long preambles

0x3

Tag interpretation: ERP info:

{Non-ERP STAs,

use protection, short or long preambles)
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Analysing mixed 802.11b and g environments v

OFDM stations changes to ‘Protected Mode’

“ WLAN Non ERP Present.pcap - Wireshark

File Edit “iew Go Caplure Analyze Statistics Help

3o e 2@ x % &8/ R «%»»7F 3 (EBE Qaaqf @@ B X
Eilter:J * Expression... Clear Apply

hirPcap Interface: #00 | 802.11 Channel:!l— 1 = [ EES Filter:é\.’alid Frame| = | Decryption Mode: il‘\lu:une [l Wireless Settings... Decryption Keys...
o} Source Diestination RSSI Protocol Info

1150 FhilipsCZﬂS:Tf:Zf (RA) 65 dB IEEE 802.11 Clear-to-send

(1151 192.168.0.201 = 192.168.0.100 59 dB HTTP GET /appsui.js HTTP/1.1
1152 PhilipsC _45:7£:2f (RA) 40 dB IEEE 802.11 Acknowledgement

1153 Cisco_11:1£:60 (RA) 44 dB IEEE 802.11 Clear-to-send

1154 1592.168.0.100 192.168.0.201 40 dB HTTP Continuation or non-HTTP
1155 Cisco_11:1£:60 (RA) 62 dB IEEE 802.11 Acknowledgement

1156 Cisco_11:1£:60 (RA) 44 dB IEEE 802.11 Clear-to-send

1157 192.168.0.100 192.168.0.201 40 dB HTTP Continuation or non-HTTP
1158 Cisco_11:1£:60 (RA) 62 dB IEEE 802.11 Acknowledgement

1159 Cisco _11:1£:60 (RA) 44 dB IEEE 802.11 Clear-to-send

1160 192.168.0.100 182.168.0.201 41 dB HTTP Continuation or non-HTTP
1161 Cisco_11:1£:60 (RA) 62 dB IEEE 802.11 Acknowledgement

OFDM (ERP) stations are sending conftrol frames ,Clear-to send
to self' (CTS-to-self) before each data frame to reserve time slot

LEUTERT ) .
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Analysing mixed 802.11b and g environments

20

Reduced data throughput in mixed environments

Data Rate (Mbps)
802.11b 1
802.11g—with 802.11b clients in cell (CTS/RTS) 54
802 .11g—with 802.11b clients in cell (CTS-to-self) 54
802.11g (no 802.11b clients in cell) 54
802.11a 54

Source: Cisco Systems

Approximate
Throughput (Mbps)

6
8
13
22
25

Throughput improvement:
Upgrade of all 802.11b stations to 802.11¢g

LEUTERT )
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Throughput as a Percentage of
802.11b Throughput

100%
133%
217%
367%
417%

© Leutert NetServices 2007



Analysing security issues

Judgement of Landgericht Hamburg 26.7.2006

Source: http://www.lexexakt.de/glossar/lahamburg?2006-07-26.php

Providers of an unsecured WLAN
are liable and can be prosecuted
for illegal activities like music
downloading, spamming etc.

A German company has been N i i,};";:} %
sued and adjudged for illegal s "“Jﬁ
music downloading through an e fj};‘
unsecured WLAN by a third party. " ;i"

WLAN security is not an option anymore!

LEUTERT )
Net
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. . . 22
Analysing security Issues

Key exchange process can be analysed

WLAN EAP Client_to_AP.pcap - Wireshark

File Edit “iew Go Capture Analyze Statistics Help

3w e o8B x %8 R« »7F L EBE aaan @@ x @
EiIter:I * Expression... Clear Apply
irPeap interface: Mot selected | 80211 ;’:\ = I:l * | Decryptio W 5. Deck o,
Mo, . Source Destination RSSI | Protocol Info
20 Agere:81:4c:b8 Cisco:cB:dG:QO 60 d IEEE 802.11 Association Request, SN=12, FN-
21 Cisco_c8:d6:90 Agere 81:4c:b8 58 d IEEE 802.11 Association Response, SN=290,}
22 Cisco_c8:d6:90 Agere 81:4c:b8 57 d EAP Request, Identity [RFC3748]
23 Agere 81:4c:b8 Cisco_c¢8:d6:90 60 dEAP Response, Identity [RFC3748]
24 Cisco_c8:d6:90 Agere 81:4c:b8 57 d EAP Request, EAP-TTLS [Funk]
25 Agere 81:4c:b8 Cisco_c8:d6:90 60 d sSsSL Client Hello
26 Cisco_c8:d6:90 Agere_ 81:4c:b8 58 d EaP Request, EAP-TTLS [Funk]
27 Agere 81:4c:b8 Cisco_c8:d6:90 59 d EAP Response, EAP-TTLS [Funk]
28 Cisco_c8:d6:90 Agere 81:4c:b8 58 d TLsv1 Server Hello, Certificate, Ss
29 Agere 81l:4c:b8 Cisco _c8:d6:90 59 d TLsvl Certificate, Client Key Exch:
30 Cisco_cB:d6:90 Agere 81:4c:b8 57 d TLsvl Change Cipher Spec, Encryptec
31 Agere 81:4c:b8 Cisco_c8:d6:20 60 d TLsv1l Application Data
32 Cisco_c8:d6:90 Agere 81:4c:b8 58 d TLsv1 Application Data, Applicatior
33 Agere_81:4c:b8 Cisco_cﬂ:d6:90 59 d EAP Response, EAP-TTLS [Funkl]
34 Cisco_cB8:d6:90 Agere 81:4c:b8 57 d EAP Success
35 Cisco_cB:dé6:90 Agere 81:4c:b8 57 d EAPOL Key
36 Cisco_cB:d6:90 Agere 81:4c:b8 57 d EAPOL Key
37 Cisco_ee:11:45 Agere 81:4c:b8 57 d IEEE 802.11 Data,SN=327,FN=0
38 Cisco ee:11:45 Agere 81:4c:b8 56 d IEEE 802.11 Data,SN=347,FN=0
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www.wireshark.ch

23

To make the picture complete:

* Wireshark is also analysing all popular VolP
protocols like Skinny, SIP, MGCP etc.

* Moreover, Wireshark has an excellent
expert knowledge system which assists
you in bulk data analysing

 And Wireshark has very powerful filter
possibilities

Let me give you some examples...

Cisco PSE Day March 2007 © Leutert NetServices 2007
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Analysing VolP protocols “

' Skinny and RTP 01.pcap - Wireshark

Eile Edit Yiew Go Capture Analyze Statistics Help

-y | I | - I e
B o @ BEx %8 R« » F L EHEH QaaaD @§@H x 8
Eilter: Iskinny or rip > Expression... Clear Apply
] ! | E -5 Filter | | : 'Decryptiun Mods: é-NDne | = Wireless Settings Decryption Keys...

Mo, . Source

Destination Protocol Delta Time Relative Info

e i et Sl ® e et - L i e e I e et et 3 P e i e e

SKINNY 0.000008B .426451 SetLampMessage
3593 130.177.88.69 130.177.80.135 SKINNY 0.000018 42.426469 ClearPromptStatusMessage
3594 130.177.88.69 130.177.80.135 SKINNY 0.000014 42.426483 CcCallstateMessage
3596 130.177.88.69 130.177.80.135 SKINNY 0.000171 42.426654 SelectsoftKeysMessage
3597 130.177.88.69 130.177.80.135 SKINNY 0.000243 42.426897 DefineTimeDate
3599 130.177.88.69 130.177.80.135 SKINNY 0.000020 42.426917 SetSpeakerModeMessage
3600 130.177.88.69 130.177.80.135 SKINNY 0.000008 42.426925 sSetRingerMessage
3602 130.177.88.77 130.177.80.135 RTP 0.011470 42.438395 Payload type=ITU-T G.729,
3603 130.177.80.135 130.177.88.77 RTP 0.001430 42.439825 Paylcad type=ITU-T G.729,
3605 130.177.80.135 130.177.88.77 RTP 0.020025 42.455850 Payload type=ITU-T G.729,
3606 130.177.80.135 130.177.88.77 RTF 0.020037 42.475887 Pavlcad tvpe=ITU-T G.729,

I
= Skinny Client Control Protocol

Data Length: 16

Reserved: 0x00000000

Message ID: SetLampMessage (0x00000086)
Stimulus: Line (0x00000009)
StimulusInstance: 1

LampMode: Off (1)

LEUTERT ) .
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Analysing VolP protocols

' aaa.pcap - Wireshark
File Edit Wew Go Captuore Analyze Statistics Help

B W e PEx % &8 B ¢« %» » % ¢ |BEE &aaQaad @i x| B
Eilter: ]sip * Expression... Clear Apply
Mo. . | Source Destination Protocol Info

1.2 SIP/SDP Request: INVITE sip:0097239287044Fsip.cybercity.dk
323 192.168.1.2 212.242.33.35 SIP/SDP Request: INVITE sip:0097239287044i@sip.cybercity.dk,
1.2

325 192.168.1. 212.242.33.35 SIP/SDP Request: INVITE sip:0097239287044@sip.cybercity.dk,
326 212.242.33.35 192.168.1.2  SIP Status: 407 authentication required

327 192.168.1.2 212.242.33.35 SIP Request: ACK sip:0097239287044(sip.cybercity.dk
346 192.168.1.2 212.242.33.35 SIP/SDP Request: INVITE sip:0097239287044@sip.cybercity.dk,
348 212.242.33.35 192.168.1.2  SIP Status: 403 Wrong password or domain

349 192.168.1.2 212.242.33.35 SIP Request: ACK sip:0097239287044@sip.cybercity.dk
421 192.168.1.2 212.242.33.35 SIP Request: REGISTER sip:sip.cybercity.dk

422 212.242.33.35 15%2.168.1.2  SIP Status: 401 Unauthorized {0 bindings)

43N 1492 ,168.1.2 212 .242 .33 .3k aTP Dnr:nnlz‘l'- RREGATSTFR tz'i:\-q'i:\ f"l_.rhﬂ'l"‘ﬂ'i"‘l_.r Ak

I

= Session Initiation Protocol

= Request-Line: INVITE sip:0097239287044@sip.cybercity.dk SIP/2.0
Method: INVITE
[Resent Packet: False]
= Message Header
= Via: SIP/2.0/UDP 192.168.1.2:5060 branch=z9hG4bKnp85213694-430aaldel92.168.1.2 ;rport
Transport: UDP
Sent-by Address: 19%2.168.1.2
Sent-by port: 5060
Branch: z%hG4bKnp85213694-430aaldel%2.168.1.2
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Analysing VolP protocols

“'SIP_CALL_RTP_G711 - Wireshark

File Edit ¥iew Go Capture Analyze Statistics Help

B o e BEx % 8 R« % » F LIEE Q&aQAb| @@ x| @
Eilter: |mg|:p * Expression.. Clear Apply
Mo, . Source Destination Frotocol Info

B A il RSIP 12218 aaln/4BCPG2
4%3 200.57.7.195 200.57.7.202 MGCP 400 12218 OK
546 200.57.7.195 200.57.7.202 MGCP AUEP 10506 aaln/lécpg2 MGCP 1.0 NCS 1.0
547 200.57.7.202 200.57.7.195 MGCP 200 10506 OK
548 200.57.7.195 200.57.7.202 MGCP AUEP 10507 aaln/lécpgl MGCP 1.0 NCS 1.0
549 200.57.7.202 200.57.7.195 MGCP 200 10507 OK
1754 200.57.7.202 200.57.7.195 MGCP NTFY 12219 aaln/1@CPG2 MGCP 1.0 NCS 1.0
1756 200.57.7.195 200.57.7.202 MGCP 200 12219 OK
1758 200.57.7.195 200.57.7.202 MGCP RQNT 10508 aaln/lécpg2 MGCP 1.0 NCS 1.0
1755 200.57.7.195 200.57.7.202 MGCP RQNT 10509 aaln/lfepg2 MGCP 1.0 NCS 1.0

= Media Gateway Control Protocol

RSIP (RestartInProgress)
Transaction ID: 12218
Endpoint: aaln/4GCPG2
Version: MGCP 1.0 NCsS 1.0
[The response to this request is in frame 493]
= Parameters
RestartMethod (RM): restart
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Wireshark expert system o

“ TCP Errors 01.pcap - Wireshark

File Edit “iew Go Caphre BHEEITEEN Statistics  Help

: ¥ Display Filters... (=1 : : = ==
S o o e » F 2 EBEB &« Qaaf g8 ®E x| 8
Filter ; | spare a Filte :
Firewall ACL Rules © Wireshark: 176 Expert Infos
Mo, . | Source _ = =
110.10.10.75 ¥ Enabled Protocals... Shift+Cir)  Errors: 0 Warnings: 7 Nates: 163 Chats: 6 Severity filter: | Error-+Warn+hote+Chat! |
. = . 3i Decode As... I — =
210.10.10.76 28 User Sperified Decodes. . Mo. . Sewver,  Group Protoco Surmmary :
310.10.10.75 3 Chat Sequence TP Connection establish request (SYN): server part hitp
i - * - " Sire 4 Chat SeqUEncE TCP Connection establish acknowledge (SYN+ACK): server port hi
4 standards. iees s & Chat  Seguence HTTP GET jregauth/ouifoui bt HTTR/L.15 %
510.10.10.75 : 277 Warn Sequence TCP Previous segrment lost (common at capture start)
M 278 Note Sequence TCP Duplicate ACK (#1)
6 10.10.10.75 Expert Info Cormposite 280 Mot Sequence TCP Duplicate ACK (#2)
7 standards.ieee 10.10.10.75 TCP 262 Hots—— SeCURNCS T8 Dupleats Akl
3 284 Note Sequence TP Duplicate ACK {#4)
8 standards.ieee 10.10.10.75 TCP 795 Mot Sequence TCF Duplicate ACK (#5)
910.10.10.75 standards.ieee TCP Th NGO e e T O ey CXE)
= 200 MNote Sequence TP Duplicate ACK (#7)
10 standards.ieee 10.10.10.75 TCP 291 Warn  Seguence TCF Previous segment lost (comman at capture start)
11 standards.ieee 10.10.10.75 TCP S52 At S ae i e TERDRIl A
- 294 Mote Sequence TCP Duplicate ACK (#9%
12 10.10.10.75 standards.ieee TCP 205 Mote Sequence TCP Duplicate ACK (#10)
13 standards.ieee 10.10.10.75 TCP =i Hee S e e ME e AL
- 300 MNote Sequence TCF Duplicate ACK (#12)
14 standards.ieee 10.10.10.75 TCP 202 Mate Sequence TCP Duplicate ACK (#13)
1510.10.10.75 standards.ieee TCP 304 Note  Sequence TCP Duplicate ACK (#14)
305 MNote Sequence TP Duplicate ACK (#15)
< 308 MNote Sequence TCP Duplicate ACK (#16)
310 Mot SEqUEnCE TCF Duplicate ACK (#17)
= User Datagram Protocol, Src Port: 46686 312 Mote Sequence TCP Duplicate ACK (#18)
: 314 Note Sequence TCFP Duplicate ACK (#19)
Source port: 4666 (4666) 316 Mote  Sequence TCP Duplicate ACK (#20)
Destinatlon Port a domaln (53} 318 Mote SEqUEﬂEE TCP Duplicate ACK (#21)
320 MNote SequEncE TCF Duplicate ACK (#22) o
Length: 44 : =
£ »
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Wireshark expert system *

_T_.TCP Errors 01.pcap - Wireshark

Eile Edit Yiew Go Capture Analyze Statistics Help

B ‘Wireshark: Flow Graph Mi=1E3 Bl aaq PR X @
Filter: I rChoose packets |

O all packets (*) Displayed packets
Mo, . | Sourc

Choose flow type
272 sta O General flow ® TcP flow agment of a reassembled PDU] .
273 10. — — http [ACK] Seg=485 Ack=211488 Win=6
274 sta @D;iz ndc' Za regsdwpf S S st =gment of a reassembled PDU]
2,?5 Sta._ p=1v=gm =g SDLJI’EE!{’ estination addresses i{=aniignlg SDUI’EE!;" 2stination addresses [Fam = o ____ '___ PDU]

Graph Analysis sl dk214407 win=6

. 10.10.10.75  standards.ieee.or Comment 'CP segment o
278 10.10.10.75 standards. ieee TQ p [ACK] Seg=

Seq = 485 Aok = 200563

279 standards.ieee 10.10.10.75 e EOEE PDU]
7 2.015 Seq = 208568 Ack = 485 =
280 10.10.10.75 standards.ieee TQq L —fp [ACK] seg=
281 standards.ieee 10.10.10.75 TQ- i Saq = 438 fck = 210028 PDU]
282 10.10.10.75 standards. ieee TQ> s Sieq = 210028 fok = 485 p [ACK] Seq=
283 standards.ieee 10.10.10.75 TJ =025 Seq = 211487 ok = 485 PDU]
284 10.10.10.75 standards. ieee TQ2026 Seq = 485 Aok = 211438 p [ACK] Sseg=
285 standards.ieee 10.10.10.75 s S Lo Al g PDU]
286 10.10.10.75 standards. ieee Td*™* e p [ACK] Seg=
2034 Saq = 485 Ack = 214407
0 2039 Geq = 214408 Aok = 485 %
= Transmission Control Protoceol, Srd e i 1: 214408, Ac
2042 Seq = 216268 Ack = 405
Source port: http (80) 2042 Seq = 485 Aok = 214407
Destination port: 4667 (4667) 2 044 Seq = 16843 Aok = 435
Sequence number: 214408 (relajzo44 SEq =A% eek mlgalr
i 3 P, 2,049 : | Seq = 217328 Aok = 485
0000 02 00 00 00 00 75 02 00 00 04 e [ 2|

0010 05 dc 7¢ 57 40 00 eb 06 ab fq

0020 Oa 4b 00 50 12 3b fe 51 86 5Cc 19 da 66 3e 50 10 F5) ) S ERPRR NP o
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Wireshark expert system

TCP Graph 4: TCP Errors 01.pcap 140.98.193.16:80 -> 10.10.10.75
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Wireshark expert system

TCP Graph 6:

TCP Errors 01.pcap 140.98.193.16:80 -> 10.10.10.75

30

Sequence
number[B] Tirme/Sequence Graph
il Il Sent Frames
225000 —
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Graph 6 - Contr... |:]|E||E|
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To summarize:

* Wireshark is a sophisticated tool for analysing
and froubleshooting network problems

IWITAVICaCli el . \Wireshark in combination with AirPcap has
unique features like simultaneous capturing
in different 802.11b/g channels

e Due to its open source background Wireshark
has unlimited potential to adopt to future
technology changes

e Wireshark has best cost/benefit ratio

e Wireshark trainings are available to acquire
iNn-depth skills and knowledge
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The End

Thank you for your attention

| would enjoy to meet you
again in one of our frainings

Rolf Leutert
Leutert Netservices
www.wireshark.ch
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